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W5200 Wake Up LAN Application Note

W5200 and W7200 provide two attractive functions, such as Power Down Mode and Wake-up ON
LAN. However, these two functions are not able to be used at the same time. If Power Down Mode is
activate, PHY on Chip will be turned off and stop operating. And then the device in Power Down Mode
cannot handle WOL magic packet for Wake-up ON LAN. It means Wake-up ON LAN will stop operating
as well.

Generally, Power Down Mode can control on and off of PHY operation to save the power
consumption. Wake-up ON LAN controls MCU mode by switching sleep mode and normal mode.
When W5200 gets WOL magic packet, Wake-up ON LAN will issue an interrupt(through W5200) into
MCU in sleep mode.

1. Diagram

1.1 Wakes On LAN Executable on Windows and Linux
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1.2 Wakes On LAN Working on W5200 EVB
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2. W5200E01-M3_WOL Sample code

In HyperTerminal.c

[INCHIP_WRITE(MR, MR_WOL); // Enter into the WOL Mode
Delay_ms(1000);

while(1) {
Delay_ms(1000);
printf("MR = %02X\t", IINCHIP_READ(MR));
printf("IR = %02X\r\n", IINCHIP_READ(IR));
if(IINCHIP_READ(IR) == 0x10){ // 1f WOL Interrupt occurs..

GetNetInfo(&netinfo); // Read network information from W5200
Reset_W5200(); // Reset W5200

wizlnit(); // Initialization W5200
SetNetInfo(&netinfo); // Write network information to W5200
break;

Firstly it enter into the WOL Mode, if W5200 is receive magic packet, it will Read
network information from W5200, Reset W5200, Initialization W5200 and Write

network information to W5200.
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3. Configuration

IAR Embedded Workbench

CNT:
28]
cnleieltel
Wetdideicinisis

Type.h

If the module is W5200E01-M3, the definiation of W7200 is disable.
#define _ DEF_W5200__
//#define _ DEF_W7200__

If the module is iIMCU7200EVB, the definiation of W5200 is disable.
//#define _ DEF_W5200__
#define _ DEF_W7200__

Flash Loader Demonstrator

G

Open the Flash Loader Demo software to program into iMCU7200EVB or
W5200E01-M3.
W5200E01-M3_WOL->Work->App->Debug-> W5200EVB_App.bin

The program step as follows:

4 Flash Loader Demanstrator = | = [E5]| |2 Fash Loader Demanstratar = = =
' \ STMicroelectronics ‘7’ ! \ STMicroelect ‘Yl
Select the commnicstion portand setsettings, hen click nesd o apen
connection.
Tasgetiseadable. Please click Nest” 1 proceed.
Comnon for 40l funil
& UART
Fort Name COM20 - FParity Even hd
Baud Rate  [115300 +| Beho Disabled -
DekBis |5 <] Timeowm |5 -
Flash Sias 126 KR
Btk Next Canrel Close | Back | Hext I Cansel Closs
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STMicroelectronics
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Flease, select your device in the target list

Target  [STM32_Med-density 128K
FID y [0410

Bp w2

Version 2.2

Flesh mapping

e
by Foccl)
by Foeel
by Foce2
by Foen?
h Pacsd
b PaceS
b Pacet
b Foxe?
b Foaet
by Foced
b Foeel0
Legend :

| End addrese
0:80003FF
0 B0007FF
0 B000BFF
03 BODOFFF
038001 3FF
038001 7FF
0x8001EFF
08001 FFF
0xB0023FF
0x3002400  0xBO0Z7FF
0 E002800  OxBODZEFF

[ Start addre:
[0 2000000
Ox 2000400
Ox 2000200
0 B000C00
0 8001000
[0 8001400
02001200
O 3001C00
Ox 2002000

| ize
0400 (1K)
0400 (1K)
0x400 (1K)
03400 (1K)
03400 (1K)
03400 (1K)
0400 (1K)
0400 (1K)
0400 (1K)
0x400 (1K)
03400 (1K)

UnProtected

TR W -

BPmt&nt&d

et | Concel | &

nstrator

=5

[IERENE] 5770

STMicroelectronics

" Erase

& a1 € Selection

]

 Download to device
Download from fil

CUserslick- WIZnetDeskiop\ W5200E01-M3_WOLWorkpph [ |
C Brwmoesoypes O NoBme G GlblEns |
@ ([sooo000 |

I~ Optimize (Remove some FFs)
|~ Apply option bytes

" Upload from device
’—Uploud to file

I~ Jump to the user program
I~ Verify after download

&

El

" Enable/Disable Flash protection

’IEIABLE ~] [WRITEFROTECTION ~] _”

" Editoption bytes

Back Closz

=]

el |

WBUED: [ Ee
ZE
| L] W5200EVB_App.bin

R R == = g
TEEE]
15/8/2012 14:30

< o |
ERABW): [WS200EVE_App bin
TEFRABAUT): [Bin Files (*bin) -1

™ BoE#s= R ®)

»
BUH

STMicroelectronics

Targst  STM32_Med-demsity 125K

Mapfile  $TM32_Med-density 128K $Tmap

Operation DOWNLOAD

File navne C:ATerslfick- WIZnetDeskiopAWS200E01-M3_PWDNYWozks
Filesize 1987 KE (30348 bybs)

Sttus 970 KB (3947 bytes) of 19.57 KB (20348 bytes)

Time 000002

PIRTILETng data 49%

STMicroelectronics

g

Targst  STM32_Med-density_120K
Mep file  STM32_ Med-density_128K STmap

Operation DOWNLOAD

File name € MWsersifick-WIZnstDesklop\ WS200E0L-M3_PWDN\Warks
Flesize 1987 KB (20348 byies)

Status 1987 KB (20346 bytes) of 19.87 KB (20348 bytes)

Tine 000007

Back | Next | e | e
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PC1 Static IP

«illl Wireless Network Connection Status [_R_J @,7 Wireless Network Connection Properties lﬂ Internet Protocol Version 4 (TCP/IPvé4) Properties (@l x
General [ Networking | Sharing General
ot Connect using: You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
1Pv4 Connectivity: Internet &¥ Atheros ARS007EG Wireless Network Adapter for the appropriate IP settings.
IPv6 Connectivity: Local
Media State: Enabled © Obtain an 1P acress automaticaly
SSID: wiznet This connection uses the following items: @ Use the following IP address:
Duration: 01:41:02 .
e 2 Client for Microsoft Networks IP address: 192 .168 . 11 . 200
Speed: 54,0 Mbps 421005 Packet Scheduler
Signal Quality: !!ﬂ! 4=} File and Printer Sharing for Microsoft Networks Subnet mask: 255.255.255. 0
. ~4- Intemet Protocol Version 6 (TCP/IPvE) Default gateway: 192 .168 .11 . 1
[ etais... |[ wirelessproperties | - Intemet Protocal Version 4 (TCP/IPvé)
-4 Link-Layer Topology Discovery Mapper /0 Driver S i ceryen bt alomdli
Activity = 4. Link-Layer Topology Discovery Responder Obtain DNS server address automatically
A @ Use the following DNS server addresses:
Sent — MMM — Received
. I I BT
vtes: e | e Description Alternate DNS server:
Transmission Control Protocol/Intemet Protocol. The default
I % T z wide area network protocol that provides communication
[{@Ppropertes | [ @psatle ][ Dagnose | across dverse nterconnected netorks. Adyanced...

Cl
T o

Serial terminal Program

Serial port COM20 opened
MAC[0]: Ox O

MACI]: Ox 8

MAC[2]: Oxde

MAC[3]: Oxl11

MAC]: 0x22

MAC[5]: Ox33

W5200B01-M3
Network Conflguration Informaation

MAC: 0008 DC1122.33
IP:192.168.1.254

SN 2552552550

GW : 192.168.1.1

DNS server : 168,126,631 1S8R0

SMTP Client vsing W5200

STM32-Discovery
This Application is basic exaraple of UART intedace with
Windows Hyper Termainal,

APPLICATION MENU :

1-S8etLD1 on

2- SetLD1 off

3 - Show network setting
4 - Set network setting
5 - Run TCP Loophack
6 - Run UDP Loophack
7 - Test Wake on Lan
Enter your choice :
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4. Set network setting

Enter your choice : 4

MAC address : 00: 08:DC: 16: 5F: AE
IP address : 192.168. 1. 200
Subnet mask : 255. 265. 255. 0
Gateway address : 192, 168. 1.1
DNS address : 168. 126. 63. 1

Mac : 00:08:DC:16:5F.AE

IP:192.168.1. 200

SN : 255.255.255.0

GW : 192.168.1.1

DNS server : 168.126.63.1
STH32-Discovery
This Application is basic example of UART interface with
Windows Hyper Terminal.

7. Test Wake on Lan
Enter your choice : 7

Test Wake on Lan
MR =20IR = 00
MR =20IR =00
MR =20IK = 00
ME=20IR = 00
MR =20IR =00
MR =20IR =00
MR =20R =00
IMR=ZOIR=(IJ

MR (Mode Register) [R/W] [0x0000] [0x00]

This register is used for 5/W reset, ping block mode and PPPoE mode.
) 6 5 4 3 z 1 0

|RST| | | PB |PPP::|E| | |

The bit 5 is WOL. This bit set to O that is disable WOL.
This bit set to 1 that is enable WOL(MR=0x20).
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IR {Interrupt Register) [R] [0x0015] [0x00]

This register is accessed by the host processor to know the cause of interrupt. Any
interruption can be masked in the Interrupt Mask Register (IMR). The niNT signal retain low
as long as any masked signal is set, and will not go high until all masked bits in this Register
have been cleared.

7 & 5 4 3 2 1 0
COHFLICT | Reserved | FPPoE | Reserved | Reserved | Reserved | Reserved | Reserved |

The bit 4 is magic packet. This bit set 0 that is not receive data (IR=0x00)
This bit set 1 that is receive data (IR=0x10)

4. Ping test

PC 1 ping to iMCU7200EVB(192.168.1.254). If PC1 use the serial terminal program to
enter 7. Test Wake on Lan. PC 1 cannot ping the iMCU7200EVB and show the

message “Request timed out”.

W7200 is waiting only Magic Packet. So it does not response PING.
C:\Users\Nick-WIZnet>ping 192.168.1.254 -t

Pinging 192.168.1.254 with 32 bytes of data:
Reply from 192.168.1.254: bytes=32 time<{ims TTL=128
Reply from 192.168.1.254: hbytes=32 time<{ims TTL=128
Reply from 192.168.1.254: bytes=32 time<{ims TTL=128
Reply from 192.168.1.254: bytes=32 time<ims TTL=128
Reply from 192.168.1.254: bytes=32 time<{ims TTL=128
Reply from 192.168.1.254: bytes=32 time<{ims TTL=128
Reply from 192.168.1.254: bytes=32 time<{ims TTL=128
Reply from 192.168.1.254: bytes=32 time<ims TTL=128
Reply from 192.168.1.254: bytes=32 time<{ims TTL=128
Reply from 192.168.1.254: bytes=32 time<ims TTL=128
from 192.168.1.254: bhytes=32 time<{ims TTL=128
from 1922.168.1.254: bhytes=32 time{ims TTL=128
from 192.168.1.254: bhytes=32 time<{ims TTL=128
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
Request timed out.
Request timed out.
Request timed out.
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5. Wake On LAN Executable on Windows

Install WinPcap
Make and Send Magic Packet for WOL using WinPcap

g

WOL.: Use magic packet like below. It does not contain IP Header and Ethernet
Header. So, it is only work on same sub networks. And, in the WOL Mode,
W5200 cannot send & receive any packet expect to receive magic packet.
W5200 is waiting only Magic Packet. So It does not response PING and etc.

Open the program ether_wake.exe

» ether.wake » Debug

& BuildLog.htm

(7] ether_warke.exe

L] éthérr_\.vrake.reke.embed.manifest

__| ether_wake.exe.embed.manifest.res
|| ether_wake.exe.intermediate.manifest
|| ether_wake.ilk

__| ether_wake.obj

|| ether_wake.pdb

|| mtdep

|| vc90.idb

|| ve90.pdb

Magic Packet Format(Hexa)
FF FF FF FF FF FF [Target MAC Address] * 16

Target MAC Address : 00 08 DC 01 02 03

FF FF FF FF FF FF 00 08 DC 01 02 03 00 08 DC 01 02 03 00 08 DC 01 02 03 00 08 DC 01
02030008DC0102030008DC0102030008DC0102030008DC01020300
08 DC01 02030008 DC0102030008DC0O102030008DC0O102030008DCO1
02030008 DC0102030008DC0102030008DC010203
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Enter the interface number <1-3>: 1

Resend?<Yes: ‘Enter Key’, No: ‘N”>

1| ChUsers\Mick-WIZnet\Desktop\ether_wake\Debughether_wake.exe = |[==] @

1. “Device“NPF_{7D2F528E-D114-4878-92D9-C8F4521565BB> (Broadcom HetLink (TM> Gig|
ahit Ethernet Driverd

2. “Device“~NPF_{?@8DE?76—47AE-4B47-BC66-E576F35FA381> (Microsoft)
3. “Device~NPF_{27867935—-A285-4ACE-7@BA-E16E2778AD7A> (Microsoft)>
Enter the interface numbher (1-3>:

7| Ch\Users\Mick-WIZnet\Desktop'ether_wake'\Debug\ether_wake.exe === @

1. “Device“-NPF_{7D2F528E-D114-4878—22D?-C8BF4591565BB} {Broadcom MetLink (THM} Gig
ahit Ethernet Driver>

2. “Device“NPF_{?88DE?76—-47AE-4B47-BC66—-E576F35FA381> (Microsoft)

3. “Device“NPF_{27867935-A285-4ACE—?BBA-E16E2778BD7A> (Microsoft)

Enter the interface number (1-3>:1

Resend?

(Yes: ’'Enter key',. Mo: "N'>
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Ping test
W7200 is getting Magic Packet. So it will response PING 192.168.1.254 again.

timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
from 192.168.1.254: bhytes=32 time{ims TTL=128
from 192.168.1.254: bhytes=32 time<ims TTL=128
from 192.168.1.254: bhytes=32 time{ims TTL=128
from 192.168.1.254: hytes=32 time<{ims TTL=128
from 192.168.1.254: bhytes=32 time<{ims TTL=128
from 192.168.1.254: hytes=32 time<ims TTL=128
from 192.168.1.254: hytes=32 time<{ims TTL=128
from 192.168.1.254: bhytes=32 time<ims TTL=128
from 192.168.1.254: bhytes=32 time<{ims TTL=128
from 192.168.1.254: bhytes=32 time<{ims TTL=128
from 192.168.1.254: bhytes=32 time<{ims TTL=128

Serial Terminal Program

IR is change from 0x00 to 0x10
IR =10.

Therefore the Module is receiving magic packet data.

MR =20IR =00
MR =20IR =00
MR =20IR =00
MR =20IR =00
MR =20IR = 00
MR =20IR =00
MR =20IR =00
MR = 20IR = 10
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6. Wake On LAN Executable on Linux

Open the Linux system and put the W5200_WakeOnLAN.py in the
desktop.

Ubuntu Desktop E 13 @) 1:23PM 2 Handkie

W5200_
WakeOnLan.py.

QO PP D G BIRientcu

nection

elp

Network Con

Network Connections p :57PM % Handkie 1'%

W5200_
WakeOnLan.py.

Network Connections

Wired Wireless Mobile Broadband VPN DSL ‘
Name LastUsed « Add

Wired connection 1 4 minutes ago |?}

Delete...

72

&)
L]
%

) /6

i

QO P& G Brigtcn
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Editing Wired connection 1
Device MAC address: 08:00:27:4B:B7:AF (eth1)
The name of “eth1l” same to the W5200_WakeOnLAN.py setting.

ps: For normal situation, the name is ethO.

Network Connections & 13 4) 1:58PM 2 Handkie i

...... S

W5200_ ™ Editing Wired connection 1
WakeOnLan.py.

Connection name: | Wired connection 1
| & Connect automatically

Wired | 802.1x Security IPv4 Settings = 1Pv6 Settings

Wired Wireless N

Name

Wired correction Device MAC address: [08:00:27:4B:B7:AF (eth1)] v

Cloned MAC address:

MTU: automatic L @ bytes

& Available to all users | Cancel || save.. |

QUL F D G Blrigicn

s.bind(("eth1",0x0000))
txFrame = "\xFF\xFF\xFF\xFF\xFF\xFF" + (dstAddr * 16)
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Editing Wired connection 1

= T3 4 1:58PM 2 Handkie {i%

B

W5200_ ™ Editing Wired connection 1
WakeOnLan.py

Connection name: | Wired connection 1

@ Connect automatically

| wired 802.1x Security 1Pv4 Settings | IPv6 Settings
Wireless N

Wired

4 |

Mo Method: ‘Manual

connection 1
Addresses

Address Netmask Gateway

192.168.11.100 255.255.255.0 192.168.11.1

Add

Delete

DNS servers:

Search domains:

DHCP client ID:
| Require IPv4 addressing for this connection to complete

Routes...

[ Available to all users

Cancel || Save..

) @ & 103 @ BIRightcul

Ubuntu Desktop & T3 «4) 1:59PM 2R Handkie {'f

- | 4
W5200 {23 Ubuntu - Settings =]
WakeOnLan.py B General ‘Network ‘
System
ey Adepter 1 [ Adapter2 | Adapter3 | Adapterd |
@ Storage Enable Network Adapter
@ Rt Attached to: |Bridged Adapter v
P Network Name: [Brosdcom}leﬂ,ink (TM) Gigabit Ethemet v
¢ Serial Ports « Advanced
£ uss Adapter Type: |Intel PROA000 MT Desktop (32540EM) -
[ Shared Folders Promiscuous Mode: [Deny V]
Mac Address: |0800274BB7AF @
[¥] Cable connected
Port Forwarding

Select a settings category fom the [ist o the feft-hand side and move the mouse over a seltings ftem o
zet more information.

[ OKj[ Cancel ][ Help ]

Q@3 G Erientcu
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Linux Terminal

cd Desktop/ € Name of the directory user wishes to enter.

sudo python W5200_WakeOnLAN.py

Sent Magic Packet! show in Linux Terminal.

Terminal

W5200_
WakeOnLan.py.

@ @ @ handkie@handkie-VirtualBox: ~/Desktop
handkie@handkie-VirtualBox:~$ cd Desktop/

& 13 4) 2:00PM 2 Handkie it

handkie@handkie-VirtualBox:~/Desktop$ sudo python W5200_WakeOnLan.py

[sudo] password for handkie:
Sent Magic Packet!
Sent Magic Packet!
Sent Magic Packet!
Sent Magic Packet!

D@ @3 G BIRightcul

Serial Terminal Program

Meanwhile, after the “Sent Magic Packet!” is send.
IR is change from 0x00 to 0x10

IR =10.

Therefore the Module is receiving magic packet data.
MR = 20IR =00

MR =20IR =00

MR =20R =00

MR=20R=00

MR =20IR = 00

MR=20R=00

MR=20R=00

MR = 20IR = 10
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7. Wake On LAN Working on W5200 EVB

Flash Loader Demonstrator

Open the Flash Loader Demo software to program into Module B iMCU7200EVB or
W5200E01-M3.
W5200E01-M3_MACRAW->Work->App->Debug-> Exe->W5200EVB_App.bin

The program step as follows:

o] e &

STMicroelectronics
STMicroelectronics ‘7’

Select the communication port aud set sitings, then click next b apen.
connechon.

ommon for el fand g Torget s readable. Plesse click "Hexd" o proceed

& UART

PortNawms  [COM26 v Pty Even ~

Baud Rate 5 =

avd Rate  [115200 Eeha Disabled T
DewBis | <] Timeow® |5 -

Flash Size 128 KEB
Back | Next il | T |

STMicroelectronics STMicroelectronics
Please, select your device in the target list  Ens

Target  [STM32_Med-density_128K =] ‘ & a1 € Selecton _||

PID (k) 0410

& Download to device

EID (& [N& | Download from fil

Version [22 01343 Wi (=
Flash mapping |C Eswwcemuypgs  ( Nobee & Gl Ene |

ame | Startaddress | End addmess | Size [R[ W[~

@ =

[y 08000000 0 BOD0ZFF  Ooed00 (1K) a [0~ ) o i G
By Pace1 DEO00400  OxB000TFF el (1K) I Cptimize Remove some FE) [ Verify offer download
Ay Paze2 0x8000800  DxB00DEFF  Dx400 (1K) I~ Apply option ytes =
4y Faz3 0xE000C00 0 BO00FFF 0400 (1K) ¢~ Uplood from Gevins
Ay Paced 0x8001000  OxBO013FF 000 (1K) Upload b0 file
Yy Przes DXBO01400  OxBOOLTFF 0500 (1K) ﬁ ] |
By Poset (xB001300  OxB00IEFF D400 (1K)
By Pac7 0x8001CO0  OxBOOIFFF  0xd00 (1K) ' Enable/Dissble Flssh protection
Ay Pagen 08002000 OxBODZIFF (00 (1K)
4y Peceo 0x8002400  0xBODZTFF  0oed00 (1K) ‘ [ENAELE = [wrRiTEPROTECTION - | _||
Ay Pogell 08002800 0xBO00ZBFF b0 (1K) =

) [ Frotested B UProtectd (" Editoption bykes

Back Ted | el | Close Back | Hext Garwi] | e |
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i? Flash Loader Demanstrator '= | @ [#3]| |2 FlashLoader Demonstrator ol =@ =
\ STMicroelectronics ‘7’ \

Tergst  STM32_Med-density 126K
Map file  STM32_Med-density_198K STmap

Terget  STM32_ Med-density_L26K
Mopfile  STMI_Med-density_128K $Tmap

Operstion. DOWNLOAD
File name  CAUserstick- WIZnetDeskiopt W5200E01-13_MACRA WV

Operation  DOWNLOAD
File name  C\JToersWick- WIZnetDesktopW5200E01-M3_MACRAT

Filesize 1204 KB (12332 byks)
Statos 973 KB (9963 bytes) of 1204 KB (12332 bytes)
Time 000002

Filesize 1204 KB (12332 byts)
Stius 1204 KB (12332 bybs) of 12.04 KB (12332 byts)
Time 000004

Downloading data 81% Download operation finished successfully

Bsck | et | Conrel | Close | Bark | Hed || Cowsl | s

Serial Terminal Program Module A side
Module A side is keeping testing Wake on Lan.

Enter your choice : T

Test Wake on Lan
MR =20IR = 00
MR =20IR =00
MR =20IK = 00
MR =20IR = 00
MR =20IR =00
MR =20IR =00
MR =20R =00
IMR=%IR=(I)

Serial Terminal Program Module B side
Module B side is keeping “Sent Magic Packet!!”

TCP Server Loophack vsing W5200

Total packet sizzis 102
Sent Magic Packet!!

Sent Magic Packet!!

Sent Magic Packet!!

Sent Magic Packet!!

Sent Magic Packet!!

Sent Magic Packet!|

Sent Magic Packet!!

Sent Magic Packet!!

Sent Magic Packet!!
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Firstly, Module A side is keeping testing Wake on LAN. Then, Module B side is start
and keeping “Sent Magic Packet!!”

Sexial port COM20 opened Serial port COM26 opened

MR =20IK = 00 Sent Magic Packet!!

MR =20IR =00 Sent Magic Packet!!

MR=20R=00 Sent Magic Packet!!

MR =20IR =00 Sent Magic Packet!!

MR =20IR =00 Sent Magic Packet!!

MR =20IR =00 Sent Magic Packet!!

MR =20IR =00 Sent Magic Packet!!

MR =20IR =00 Sent Magic Packet!!

MR =20IR = 10 Sent Magic Packet!!
Sent Magic Packet!!
Sent Magic Packet!!
&mM@x%dm!

Finally, after the “Sent Magic Packet!” is send in Module B side.
IR is change from 0x00 to 0x10 in Module A side
IR =10.

Therefore the Module A is receiving magic packet data.



